
 JPAS/Personnel   

Obtain a Medium Assurance token through a DoD approved PKI Vendor.

Complete required FSO/ITPSO training on STEPP (https://cdse.usalearning.gov/login/index.php):  

 CyberAwareness Challenge, Identifying and Safeguarding Personally Identifiable Information, and JCAVS User Levels 2-6.

Draft a Letter of Authorization and complete the PSSAR form, obtain signatures from your KMP and DSS representative. 

Send the complete LOA, PSSAR and training certificates to  dodhra.knox.dmdc.mbx.contact-center@mail.mil for processing. 

Establish a JPAS account and log into JPAS every 30 days (DMDC JPAS Policy 4.1)   

Run Personnel Report in JPAS (“FSO Notification of PCL Validation” NISPOM 2-200a and 2-200d) and make sure that no one needs to be 

added or separated.   Indoctrinate and separate as needed. 

Run Periodic Report in JPAS (“FSO Notification of PCL Validation”  NISPOM 2-200a and 2-200d) 

Initiate Periodic Re-investigations as needed. (NISPOM 2-201d) 

Check visitor requests to ensure if they need to be extended or if personnel needs to be added/removed (“FSO Notification of PCL Valida-

tion” NISPOM 2-200a and 2-200d) 

Update Consultant List (NISPOM 2-212)  (1099s who work on classified contracts) – make sure there is a consultant certificate for each. 

  

Training/Briefings  

Create an Annual Calendar to schedule the annual briefings:  Annual Refresher, Insider Threat, formal Self-Inspection.  (NISPOM 3-106, 

107, 108, 1-206b) - Administer when due. 

Create Procedures to insure the Initial Security Briefing/Insider Threat and the Debriefing is part of on boarding and off-boarding proce-

dures.  (NISPOM 3-106, 107, 108) 

Distribute Threat Awareness: newsletters, alerts.  (NISPOM 3-106) 

NATO Briefing annually, if required. (NISPOM 10-706) 

 

FSO Compliance  

New FSO must complete all FSO Courses within one-year of beginning FSO Work (NISPOM 3-102). 

New FSO/Insider Threat officer must administer the Insider Threat plan as reviewed by DSS during the recent Audit. 

Make sure there is a DD254 each classified contract and review for compliance and correctness (NISPOM 4-101, 4-103, 4-104); add to 

the Contracts List 

 

FCL Compliance 

Create FSO/Insider Threat Officer appointment letters, have them signed by KMP. 

Register PKI with DSS Portal (https://ncaiss.dss.mil/dss-cac-register/main) , and update profile with company information (CAGE code, 

address…) 

Contact the company’s DSS representative to introduce yourself as the FSO/Insider Threat Officer, include FSO/Insider Threat Officer 

appointment letters.

Log into DSS Portal and submit requests for desired NISS access/roles Security Staff/FSO, Facility Clearance Verifier/FCV Industry, Spon-

sor/Sponsor Industry. 

Log into NISS application and edit the KMP list by making yourself the FSO/Insider Threat Officer. 

New FSO must upload board meetings and any changes to the facility (441, SF328, address change, ownership change, etc.) in timely 

manner. 
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